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1 Purpose

This technical note describes how to set up a remote collaboration. A remote collaboration consists in configuring,
programming or monitoring a PLC from a remote location, without the need of connecting directly the PC to the PLC.
A remote collaboration therefore involves a TCP/IP connection and eventually a router, depending on the protocol used
by the PLC.

In this document, we will configure a complete remote collaboration system with a SIEMENS S7300 PLC, the
SIMATIC STEP7 Programmer software and, of course, an eWON as a router. The S7300 uses the MPI protocol.

Three cases of remote collaboration will be treated:

* A direct connection to the eWON by Ethernet.

* A direct connection to the eWON using a phone line. With this topology, the eWON IP address is known since
it is established with your own PC at the PPP connection time.

* A connection to the eWON using Internet and callback. This kind of connection can be used with callback: we
call the eWON and let ring a certain amount of time and we hang up. After a specified amount of time, the
eWON connects to an ISP using its phone line. In this case, the eWON IP address is not known so that the
eWON must publish it’s address, by mail for instance.

The following graph shows the three network topologies.
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The direct Ethernet connection will be used to describe the global setup. After this configuration is working, the
changes for the phone and Internet topologies will be described.

In order to follow this technical note, you need:

* An eWON equipped with a MPI port, a PSTN or ISDN modem and a firmware release that supports MPI and
ISOTCP protocols for the S7300 and S7400 PLCs.

* A modem connected to your PC for direct phone connection with the eWON.

* An Internet connection account both for your PC and for the eWON.

* An S7300 (or S7400 PLC) equipped with a MPI port

* A RS485 cable to connect the PLC to the eWON.

* SIMATIC MANAGER STEP 7 -Programmer (in this example V5.3 is used)

In this document, we use Windows XP but any supported operating system can be used. We also assume the reader has
some knowledge of the SIMATIC STEP 7 Programmer software.
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2 Configuration Steps Overview

Starting with an eWON out of the box, this document will show how to set up a remote collaboration using several
steps. The purpose of some of the steps is to test what has been set up so far. Those steps are therefore not absolutely
necessary but can be really useful to localize a potential problem. The steps are:

* eWON S73&400 Configuration

+ Set up a tag to test the S73&400 configuration

+ Upload (from PLC to PC) a program using eWON as Gateway

+ Display data online using eWON as Gateway

« Download (from PC to PLC) a program using eWON as Gateway
+ Connecting to your PLC using a phone line

+ Connecting to your PLC using an internet connection

3 eWON Configuration

3.1 eWON IP address configuration

The eWON is configured through its web server'. Right out of the box, the eWON has “10.0.0.53” as IP address. You
can find the eBuddy utility on the eWON web site (http://www.ewon.biz (Support/Download Software)). This utility
allows to find an eWON on the network and to change its IP address to match your LAN IP adresses range.

o Finding an eWON on the network with eBuddy
Launch eBuddy.exe and click CTRL+L to switch in list mode if not the case.
The list of the eWONSs that are connected on the network then appears:
i8] eBuddy - eWON Maintenance Utility —1o| x|

File  iew Tools Help

@ Refresh ;113 ‘Wizard Mode |

Serial Wurn... -~ | Dewice Type | IF address | Subiret Mask | Gateway | MAC Address |
0S0g-0001-89 eWVWioN 4002 10.0,120,70 255,255.0.0 00-03-27-00-09-F2
0508-0002-27 elyoN 500 10.0.120.73 255.255.0.0 00-03-27-00-09-DC
0308-0003-36 elWoN 2001 10.0.120.72 235.255.0.0 00-03-27-00-09-E2
0S08-0004-82 eWVWioN 4001 10.0,120,71 255,255.0.0 00-03-27-00-09-E4
0517-0002-29 elWON 4002 10.0.10.92 255.255.0.0 00-03-27-00-0A-B2
0614-0003-67 elWON 4101 MPL 10.0.100.86 235.255.0.0 00-03-27-00-13-D¢
0516-0002-74 eWWioN 2005 10.0,120,47 255,253.0.0 00-03-27-40-14-28
0621-0004-66 elWON 4001 MPL 10.0.120.40 235.255.0.0 00-03-27-00-14-00D

¢ Setting the IP address from an eWON
If the eWON you want to set the IP address is in the list, just right-click on it, and select Set [P Address in the
contextual menu (if the eWON is not in the list, then right-click in the blank area under the list):

1 Itis also possible to configure the eWON by dropping into it a file using a FTP client, but this is a more complex process that is
explained in the eWON Reference Guide.
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IP Address Wizard x|
Welcome to the IP Address Wizard
Which eWON would you like to configure? ewo“

Browse... |

Serial Number:

< Bach I Mesxt > I Cancel |

Enter the eWON serial number in the Serial Number field if not yet done, or click on the Browse button to search the

eWON.
Once the serial number entered, click on Next and set the IP Address and Subnet Mask:

IP Address Wizard |
IP Address
Here you can specify the new IP settings ewon

Serial Number:  D621-0004-66

IP Address: M. o 120,40
Subnet Mask: 255 .25 . 0 .0

Gateway: o .0 .0 .0

< Back I Mext = I Cancel |

Then click on Next again to launch the update and wait for the eWON to reboot:

IP Address Wizard x| 1P Address Wizard x|
Update of remote device ewo“ Update of remote device ewon

£ Update request sent successfully, £ Update request sent successfully,

5 Please wait while the eWOMN reboats,.. {4 eWON updated successfully,

[

Cancel

< Back I Finish I Cancel | < Back

When done, click on Finish to exit from the IP Address Wizard.

Now your eWON should appear in the eBuddy list with the new information you have entered.
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3.2 eWON Web Site

We have assigned an IP address to the eWON, so we can reach its HTTP server to configure it.
Open a Web browser and type the address you assigned to the eWON in the address bar (10.0.120.40 here).
The following login page appears:

Connect to 10.0.120.40
=

il \

eWON

User name: I_ﬁ | LI

Password: I

" Remember my password

074 I Cancel
A pre configured adm user exists to allow the first configuration?.
m  User name: adm
m  Password: adm
Then click OK
The following web page appears:
Address |g‘| http: /10,0, 120.40/45tMainsst.shitm j Go ‘Links >
ewou View I[jO Alarmn Summary Diaghostic Configuration
m Alarm History Files Transfer Log off &

User: {adm)
Connection Date: 02f06/2006 10:54:33

In the upper part of the web page you will find a menu bar allowing you to navigate through the different web pages of

your eWON. For example to configure your eWON click on the Configuration menu button.

2 The default password of the adm login MUST be changed for obvious security reasons. Refer to the Reference
Guide for explanation on how to change a user password.
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3.3 S73&400 I0Server configuration

Now that we have access to its web site, we will configure the eWON to connect to a S7300/400 PLC.

The eWON embeds what is called 10 Servers. Those servers are responsible of collecting the data on the PLCs and
make them available for further usage (Gateway).

Connect the PLC MPI port to the eWON MPI port (serial port) using a RS-485 cable.

The eWON IO servers are configured by using a specific web page you can reach by following the link:

Configuration — 10 Server Config |

Main Menu

Script Setup

02062006 11:02:13

Select an IO Server

Main Menu

Set the Baud Rate to the MPI transmission rate of your PLC (187500)

Set the MPI address to the MPI address of your eWON (0)

Set the MPI Highest Station Address to 31

Check the enable box for topic A

Set the Global Device Address to MPL# ; where # represents the MPI address of your PLC (MPI,2)
Set the Poll Rate to 2000

Click Update Config

Page 5 of 33



TN 29
¢ eWOeN MPI Gateway for SIEMENS

ver 1 0

S7300 & S7400 PLCs 2006-06-06

Only for eWON types equipped with a MPI port

3.4 Checking the MPI connection

We will now create a tag to read a variable in the PLC.

The creation of a Tag is done in the Tag Setup page.

‘ Configuration — Tag Setup |

The following page appears:

Main Menu

Page: ml Update 01/08/2006 11:32:31

oL Tag Name Description Type 10 Server Topic ID Address

‘ Select Create New Tag |

The Tag Setup page appears. The page is composed of four or six parts (depending on the eWON type) that allow you
to configure the Tag configuration fields (such as the Tag name and Tag Description, the Tag I/O Server Setup, the Tag
visibility,...).

In this tutorial, we will only care about the Tag name and IO server.

Main Menu

1/0 Server Setup

I

Set the Tag Name to TestTag

Set the Page to Default

Set the Server Name to S73&400

Set the Topic Name to A

Set the Address to an accessible item address in your PLC (MWO0)
Set the Type to Analog

Let the eWON value to 1 and 0

Click Add/Update Only

Now that we have created the tag, we will check it’s value.

Main Menu — View I/O

The following page will be displayed:
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g View 1jO Alarmn Surnmary Diagnostic Configuration
(eWON

Alarmn Histary Files Transfer Log off &

Page: [EEMEEN| Ukraie
n Tag Name value New ¥alue Description

TestTag 50 S0 Update

Change the New Value of the TestTag and click Update.

To check if the new value has been correctly written to the PLC click on the Page Update button to read again the
value in the PLC.

To verify the function of the MPI tag polling, you can also have a look at the Event log.
The Event log can be reached under:

Diagnostic — EventLog

£ View If0 Alarm Summary Diagnostic Configuration
(eWON

Alarmn Histary Files Transfer Log off &

Event log

=< Previous Page Next Page >
Time Event Description Originator Help
31/05/2006 13:23:19 1073768629 stdios-Device LEAYES slow poll mode (5738400 - Address 258 - ) sT4sry
31/05/2006 13:23:07 26804 stdios-Device ENTERS slow poll mode (5738400 - Address 258 - ) sTdsry

Set the Event Class to All Events and the Reporting Level to Trace and click Update.

If you don't succeed in reading a value in the PLC please check again the MPI address and the MPI Transmission rate
you defined in the S73&400 10-Server config.
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4 Using eWON Gateway functions:

4.1 Upload a program

We will now explain how to upload a program from the PLC to your PC.
1) Start the Step7 application.

2) Create a new project in your Step7 application.

| File —» New
x

Uzer projects |L\b|a|ies| Multipmiectsl

MName | Storage path ﬂ
%AXE L_PGM20060518 C:WProgram F\Ies\S\emens\StepT\s?p_l
%AXE L3 C:WProgram FileshSiemenshStepThs fp

% areld C:\Program FileshSiemenshStepThs fp

@ elnf0M C:WProgram FileshSiemenshStepThe fp

@ FiTest_MachineCoctail C:WProgram FileshSiemenshStepThefp
@ FhTest_SiemensDemo C:\Program FileshSiemenshStepThep

ETWTM» Ciamans Narnn 1 M4Braaram :\|001Q\nmnr\o\c}nn7\jﬂ
[ 3

™| dld o current multipraject

Mame: Type:
IM yPrciec lm
I F litirary

Storage location

IE:\F‘rogram Files\Siemens\Step?afproj Browse... |
Cancel | Help |

Enter the Name of the new Project and click OK.

3) Set the PG/PC Interface
‘ Options — Set PG/PC Interface ‘

Select the TCP/IP interface you are using to connect to the eWON and click OK. (In our example TCP/IP(Auto))
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Set PG/PC Interface

Access Path |

Access Point of the Application:

[S7ONLINE (STEP7) - TCPAP(Buic) »

[Standard for STEP 7]

Interface Parameter Assignment Used

L

|TCR/IPi&uta] >

[RFC-1006)]

TCPAP - AMD PCMET Family PCI &

CPAP[Auts) > AMD PCNET Fﬂzl Delete
,

[Azsigning Parameters for the [E-PG access
tawour NDIS CPs with TCPAP Protacol

Properties.
Diagniostics...

Copy.

I
Interta

Add/Remave

x|

P The Following access path{s) was {were) changed:

-

STOMLINE  (STEP 7) == TCR{IP(Auta) ->»

Cancel Help

Click OK to confirm the changement.

4) Upload the program

‘ PLC — Upload Station to PG

Select Node Address x|

‘WwWhich module do you want to reach?

Back:

Slot

Target Station:

OB=
7 5
" Local

{+ Can be reached by means of gatevway

Accessible Nodes

Enber connection to target station: | 1t gateway |
Tvpe | Address | 57 subnet ID | IP address |
MPL 2 0045-0001  [10.0.120.40] |

Wiew |

Cancel Help |

Enter the following parameters:
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Set the Rack and Slot number corresponding to the CPU of the PLC to reach (Rack:0, Slot:2)
Check the Target Station «Can be reached by means of gateway» option.
Fill the «Enter connection to target station» with following values:

+  Type: MPI

*  Address: MPI address of your PLC (2)

*  S7 subnet ID: the MPI Subnet ID of your PLC (0045-0001)

Fill the «1* gateway» with following value:
« IP address: your eWON IP address (10.0.120.40)

Click OK to start the upload

After upload is completed, the following window will appear:

K sIMATIC Manager - MyProject

File Edit Insert PLC Wiew Options Window Help

n|=| 82 [[< Mo Fiter > ~1v| %8| =S|m| |
=10] %]

[=-£20 MyFroject yatern data 3 OB1 3 OB35 £+ OB40

o SIMATIC 300(1) o3 FBED o DB1 o DB2 o DB3

o [@ crumz 5 DB4 3 DES 3 DBE o DB7

=-E0 57 Pogamll] | DBS £3 DBY 43 DE0 £ DB

~{B Sources o DB12 3 DB13 o+ DB14 o DB1T7

e g blocks} = DB = DEZ3 = DBE2
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4.2 Go Online

Once the program uploaded to your PC you can switch to online mode in your Step7 application.

‘ View— Online

The following window will be displayed:

File Edit Inssrt PLC View Options Window Help
2| 29| & el el 2 B & [<NoFiter> -1%| 2= =Em a2
5 MyPrn]ett -- C:\Program FilesSiemens" Step ¥, s7projiMyProjec = |E||5|
= MypProject SIMATIC 300[1] MPI[1] MPI2)
E % MyProject -- C:\Program Files'\Siemens' Step7\s7proj\MyProjec_ONLINE _ gl x|
= MyProject System data o+ OB o 0B 3 OB40 3 FBED =
E-Ef SIMATIC 30001) 3 DE1 3 DB2 3 DBZ 3 DB4 3 DES
E\--@ CPLU 3120 3 DBE 3 DB7 i3 DBS 3 DB3 3 DE1D
E-0 57 Program(1] 3 DB o3 DE12 i DE12 o+ DE14 i DE1?
g Elockd = D21 = DB23 o D52 = SFEO o SFET
3 5FB2 3} SFB3 i3 5FB4 43 SFBS i SFB32
3 SFBAT £} SFB4S i3 SFB43 3 SFCO o SFC —
4 SFC2 3 SFC3 i3 SFC4 3 SFCE i3 SFCE
3 SFCI7 43 SFC18 o SFC1S £ SFC20 i SFC21
43 SFC22 3 SFCz23 i SFC24 3 SFC28 i SFC2g
43 SFC30 3 SFC3 i SFC32 3 SFC33 40 SFC34 LI

To display the data of a datablock for example double click the datablock in the Online window.
The following window will be opened:
122 MyProject -- C:\Program Files',Siemens',Step7,s7proj\MyProjec ONLINE =1a)=l -

-Iojx]

File Edit Insert PLC Debug View Options ‘Window Help

D|(e-e] 8| &=l @] o]=] sl [ Bl <] [TE Ml
el .l @DE1 _ MyProject|,SIMATIC 300{1)\CPL 312C ONLINE — =1a)=l

Address (Hame Type Initial value [Actual rvalue |Comw

- Libraries

0.0|STATO REAL 0.000000e+000 -1.2266942+03
4.0|STAT1 INT 100 3500

Click on the glasses icon | ﬁl to display the data online.
Note: You can also see the data online by creating a variable table (VAT 1) in the offline display. For this you don't

have to switch all the program to the online mode. Only open the variable table in the offline display and click on the
glasses icon to monitor the variables.
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4.3 Download a Program

When you first made an upload of a program trough your eWON, than the download of the program is very simple
because Step7 stores the gateway (= eWON) used for the Upload. You only will have to select the PLC in the Step7
application and chose PLC — Download.

Jsmatic Manager Projecy

File Edit Inmsert PLC VYiew Options Window Help

Ol 225 %@l &[5 & 2 [ Mo Fiter > ~| % 8
'Ei:gPru]ectX‘l" -- C:%Program Files' Siemens'Step 7\ s7proj'\ProjectX
= TojectY Hardware CPU 312C
:
-8 e Open Ohject Chrl+Al+0
Cut Chrl+x
Copy Chrl+C
Faste Chr
Delete Del
FLC
N Compile and Download Objects...
Print »
Copy RAM ko ROM, .,
Rename k2 CPU Messages. ..

(Object Properties. .. Alt+Return Micritor Modify Variables

Hardware Diagnostics
Module Information. .. Cerl+D
Chrl+I

Cperating Mode.. .
Clear/Reset...
Set Time of Day. .,

When Step7 doesn't know the right gateway, follow the steps below to download a program:

1) First download the «eWON gateway station file for STEP7» (eWON.cfg) from our web site.
(http://www.ewon.biz (Support /Documentation /Technical notes — Miscellaneous)).

In appendix 1 we explain also how to create the «e WON gateway station file for STEP7» from scratch.

2) Configure the eWON S73&400 IOServer to set the eWON Baud Rate to the MPI transmission rate of your
PLC. (refer to chapter 3.3 S73&400 IOServer configuration)

3) Start the Step7 application
4) Open the program you want to download to the PLC.

5) Open the NetPro window

| Options — Configure Network
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E‘%NetPro - [MyProject {(Network) - C:' Program Files\...", s 7proj'\MyProjec] ;lilil
9 Network  Edit Insert FLC VYiew Options Window Help =12 x|
=10 %) & e el 5] ol B |
. 1 i ain
MET(2) Selection of the netwark
MPI FROFIBUS DF
T %% PROFIBUS-PA
-Jﬁ!ﬁ! PROFINET IO
SIMATIC 300(1) 4
o R

5]
2

6) Insert the eWON gateway station file you downloaded just before.

‘ Edit — Import

e x|
" Reference file

=" Expot file of a station

Import File
Lc;wemmmewaw.cfg

Ok, | Cancel Help

Browse to select the eWON.cfg file and click OK.
The eWON gateway will now be displayed in the network layout:

MPL(2) i

MPI

ISIMATIC 300(1)

* P
.—l | P
. 1
2 ! o
0 o
Ethermnet(1) l

Industrial Ethernet

If you have problems with the importation of the eWON.cfg file refer to appendix 1 explaining how to create the

«eWON gateway station file for STEP7» from scratch.

7) Link the MPI interface of the eWON to the MPI network of your PLC.
To do this, click on the red square of the eWON and drag it to the MPI network.
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MPI(2) L
MPI

SIMATIC 300(1)

L NER lewon
] iIGI—:enera glpéu2 EDp EMPUDD
PCI \
2 =] = W
0 0
Ethernat(1)

Industrial Eternet

8) Open the MPI interface of the eWON by a double-click on the red square and check if the MPI address, the
transmission rate and the Subnet-ID are correctly set. (Use the Properties... button for details)
Properties - MPI interface MPI/DP (RD;/S2.2)

General  Parameters I

Address: ID VI

Highest address: 31

Tranzmizsion rate: 187.5 Kbps

Subnet:

--- nok networked -
MPI[E]

Delete |

Ok |

Cancel Help

Click OK to close the Properties window.

9) Open the Ethernet interface of the eWON by a double-click on the green square
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Propetties - Ethernet interface IE General (RO;/S1}) x|

General  Parameters |

[T Set MAC address / uze 150 protoco
MAC address: I

I | IE protacallis beitg used

I address: 100053 BTy
- | ¥ Donot use router
Subnet mask: 255, 255.255.0
€ Use router
Address: I‘I 0.0.053
Subnet:

- ok networked ---

Hew...

Froperties. .. |
Delete |

Cancel | Help |

Set the IP address and Subnet mask of your eWON.
Click OK.

10) Add a PG/PC Station to the network layout.
’ Insert — Network Objects

PROFIEUS DP
52 PROFIBUS-Pa,

AR PROFINET 10

=123 Stations

5 Other Station

- EERER

- SIMATIC 300

- SIMATIC 400

S8 SIMATIC P Station

-5 SIMATIC 55

-l SIMATIC 57-400-H

j Stations

|'_—'||:| Subnets

Double-click on the PG/PC Station.

The PG/PC will be added to the network:
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MPI(1)
MPI

MPI(2)
MPL

|

SIMATIC 300(1)

- e
m
2
Etherret(1)

Industrial Ethernet

eWion
= CPU DP | MPLDP
g |Generafdlzz | |
| FCI |
[ |
a

I‘D

Right click the PG/PC and click on Option Properties...
Select the Interfaces tab :

Properties -PG/PC

General  Interfaces I Asslgnmentl

Mame

| Tupe

| Address

‘ Subhet |

Properties.

Generate DB

Delete

Cancel Help I

Click New

New Interface - Type Selection

Tope:

Industrial Ethernet
MPI
PROFIBUS

o]

Cancel |

Help |

Select the Industrial Ethernet, and click OK.
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Properties - Ethernet interface |

General  Parameters |

[ Set MAC address / use 150 protocal
. I If & subnet is selected,
AC eeliress the next available addrezzes are suggested.

¥ | IF protocalis being used

Gateway
IF address: 10.0.5.46
A clelistss ' Do not use router
Subnet mask: 2858.255.0.0
" Use router
Address: |1D.D.5.4B
Subnet:
--- not networked - Mew...

Properties... |
Delete |

Cancel | Help |

Deselect the «Set MAC address / use ISO protocol»

Set the IP address and the subnet mask of your PC.

In the Subnet window on the bottom of the page select Ethernet(1)
Click OK.

Go to the Assignment tab of the properties page:
x|

General | |nterfaces Assignmentl

— Mot Assigned
LConfigured Interfaces:
Mame Tupe Subret B

Ethernet port[1] Industrial Ethernet  Ethemet{1]

Interface Paramater Aszignments in the PGAPC:
TCP/IP -» &MD PCMET Family PCIE... ;I

TCP/IP -» Mdisw anlp
TLE/AP[Auta] >

j Agzign |

Agzigned: Disconnect |

TCRA F'Auto] > AMD PCMET Family P...
Interface Parameter assign... | Subnet | 570nline .

STYOMLIME Acocess:
| | LI ™| ctive

Cancel | Help I

In the «Interface Parameter Assignments in the PG/PC» select the TCP/IP interface you are using to connect to
the eWON. (In our example TCP/IP(Auto))
Click the Assign button.

The following message could be displayed:
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Edit Object Properties (2775:509) 5[

The interface parameters cannot be adapted by this

! miodule type [Ethernet interface] because the module has
its own parameter assignment software or it has to be
restarted after having modified the parameters.

Details.... Help

Ignore the message and click OK
Y

General I Interfaces ASSiQntntl

— Mot Azzigned
LConfigured Interfaces:

Mame | Type | Subnet

Interface Parameter Azsignments in the PG/PC:

eLinkMet[PPI) I

eLinkMet{PROFIBUS)

150 Ind. Ethernet -> AMD PCMET Fami.. =l
Agsigned: Dizzonnest |

Interface | FParameter aszign... | Subnet | S570nline .
Ethernet port{1] TCRAPAuta) -» Ethemet{1]  Active

STOMLIMNE Access:
1] | LI I~ | fctive

QK | Cancel | Help |

Verify that the Assigned Interface is the Ethernet card and click OK.

Y our network layout should now looks like this:
MPI(L) 1
MPI

MPLC2)
IVIPT

WO
E  [cPu DR iMPLDP
g | Genera |42z | H
| PCl
[ ==
Ethermet(1) T o
Industrial Ethernet l
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11) Compile and save the network layout

’ Network — Save and Compile...

Save and Compile |

Compile

" ‘Compile and check evemthing

" Compile changes only

Ok I Carncel Help

Select the «Compile and check everything» option.
Click OK.

If there was no error at compilation the following message will be displayed.

Ak Dutputs for consistency check for C:iProgram Files\Siemens',Step s 7proj’,MyProjectMyPro |0 1'
File  Edit
Messag. .. | Message | T

Mo errars,

4 |

12) Close the NetPro window

‘ Network — Exit

13) Download the program:
Select the PLC in the Step7 window

|57 MyProject -- CyProgram Files'Siemens Step 7' s7projMyProjec

Hardware

Chrl+al+0
@ Ctrl+x
= Copy Chrl+C
B, cwoN N Paste Chrl+Y,
Delete Del
PLC ] Download ChrhHHL
) Compile and Download Objects. ..
Print 3
Copy RAM to ROM, ..
Rename F2

CPU Messages. ..

Ohbject Py ties... Alb+Ret
Jert Troperties st Monitar/Modify Variables

Hardware Diagnostics

Module Information. .. CtrHD
Operating Mode... Chrl+I
Clear/Reset. ..

Sek Time of Day...
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Right click the PLC or use the PLC menu to download the program.

PLC — Download

or
PLC — Compile and Download Objects
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5 Remote Collaboration

5.1 Remote Collaboration with Direct Phone Connection

In this section, we will set up a remote collaboration using a PPP link established between the PC and the eWON. Some
changes are needed in the eWON to act as a PPP server and even also on the PC to set up the correct routing tables.

5.1.1 eWON PPP Configuration
The eWON PPP configuration is reached on the web site (starting from the main page, see above) following the link:

Configuration — System Setup — Communication — Network Connections — Modem —
Incoming

ceWON

(@ com config _ .
PPP incoming Connection

- % Interfaces
- o Hodem PPP Server Setup
B ctra (L)
@ metwork connections
B A Ethernet
e My Ethl - LAN |
B B Moderm |
- e I
> Glabal
- | servers O
- B serverz
& I Hetwarking Config Update

Check the Server enabled box for the PPP Incoming Connection.
Set the eWON PPP server IP address to 202.0.0.240.

Set the PPP client IP address to 202.0.0.1.

Enable the protocol compression.

Let the other items unchanged

Click Update

5.1.2 Starting the Remote Collaboration

Create a Dialup-Connection on your PC.
Call the eWON with the username adm and the password adm and wait for the connection to be established. This step

can take up to a minute.
To test the connection, you can ping the eWON at its address 202.0.0.240.

Page 21 of 33



MPI Gateway for SIEMENS TN29
-eWeN $7300 & S7400 PLCs ver 10

2006-06-06

Only for eWON types equipped with a MPI port

5.1.3 Step7 configuration

5.1.3.1 Upload a program

Follow the steps as for the upload of the program with a direct Ethernet connection and just change the 1st gateway
address to the eWON PPP server address 202.0.0.240.

Select Node Address x|

‘wihich madule do pou want to reach?

Hack: 1] _,;‘
Slot: 2 _%
Target Station " Local
% Can be reached by means of gateway
Enter connection to target station: ‘ 15t gateway |
Type | Address ‘ 57 subnet ID ‘ IP address |
MPL z 0045-0001 202.0.0.240

Accessble Modes

Wiew |
Cancel | Help |

5.1.3.2 Download a program

Follow the steps as for the download of the program with a direct Ethernet connection and just change in the NetPro
window the address of the Ethernet interface of the eWON gateway to the eWON PPP server address 202.0.0.240.
(Click on the green square to open the properties window)

1]
| Properties - Ethernet interface IE General (RD/S1) x|

General  Parameters |
[~ SetMAC address / use 150 protocol

MAL address

[ | IP pratocaolis being used

Gatewa

IP add 202.0.0.240
address: | ¢ Do not use router

Subnet mask: 255 266 2650

" Use router

Address: I2D2.D.D.24U

Subnet:

--- niot hetworked ---

=

Froperties.
Delete r

se selectam
# the network

Cancel Help
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5.2 Remote Collaboration through Internet

In the previous section, the IP address of the eWON was known at connection time. If the eWON is used with callback
to connect to Internet, the IP address allocated to the eWON is assigned by the ISP and is usually different at each
connection. We must therefore ask the eWON to publish its IP address after it has been assigned by the ISP so that we
can configure the Step7 program to use that address.

5.2.1 eWON ISP Configuration
First of all activate the PPP outgoing connection of the eWON.

Configuration — System Setup — Communication — Network connections — Modem —
Outgoing — Global

@) coM config
- % Interfaces
* o Modem
EE Ethl (LAN)
- & Network conne: ctions
E- M Ethernet
L Ethl - LAN

&I Networking Gonfig
[f@ 1rternet Connection
A& Publish IP Address
& Callback

%7 Routing

0 security

B[y, Manage Config

Update

Enable the PPP outgoing Connection.
Enable the protocol compression.
Set the «Select next server in case of error» to Use only server 1.

Let the other items unchanged

Click Update

Then configure the PPP outgoing connection for server 1.

Configuration — System Setup — Communication — Network connections — Modem —
Outgoing — Serverl
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@ch Config

PPP outgoing Connexction - Server 1
| rrterfoces Server access setup
- B Madem
B Ethi (Lan)
@ Hetwork connections
= L Ethernet
<L Ethl - LAN
B e Modem
e Incoming Configuration common to all servers (summary) - editable in global outgoing confiquration
B outgoing
“B Global
i~ B Serverd
i B serverz
» I Hetworking Config
i 1nternet Connection
B Pklisk T A s

Enter the Server phone number, User name and Password provided by your ISP in the Server access
setup.

Depending on your ISP, other parameters like CHAP could be necessary.

Click Update

5.2.2 eWON Callback setup

We now will configure the eWON callback feature to use the PPP outgoing Connection-Serverl to connect to the
internet.

‘ Configuration — System Setup — Communication — Networking Config — Callback

{) oM Config
- ¥ Interfaces

02/08/:

Callback setup & callback enabled

U Modem
BB Eh1 (LAN)
& Network connections
Bl b Ethernst
L4 etha - Lan
B R Modem
-1 Incoming Callback mode:
B Outgoing
~p Global
- [ servery
- B serverz
- I netwarking Canfig

1{W 1nternet Connection
& Publish IP Address
G Callback

©r Routing

N security

£k 1P Services

Check the callback enabled box.

Select for the Dialup account the Primary dialup server.
Enable the Publish IP address.
Select the On Ring Callback mode.

Click Update
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5.2.3 eWON Internet connection setup

To allow the callback feature to connect to the Internet we must configure the Internet connection setup.

Configuration — System Setup — Communication — Networking Config — Internet Connection

@) COM Config

- ¥ Interfaces

[]---ﬁ_, Metwork connections
EIL Metwarking Config

. I‘B Internet Connection Internet connection setup

- &) Publish IF Address Internet access
& Callback
i ' Routing
----- ﬂ Security
S £3 IP Services
[]""-Iﬁ. Manage Config

In the Network connection list box select Modem Connection.
Let the Maintain connection box unchecked.

Click Update

5.2.4 eWON /P address publishing

We will use the easiest way to publish an IP address: an Email. For this, we need to configure first a SMTP server and
an address where to send the information.
The SMTP server configuration is found in the Main settings menu from the eWON.

Configuration — System Setup — General — Net services — SMTP (mails)

A long page appears with a section named SMTP Configure Mail Transfert, the following figure only shows the
section of interest:

Col ransfert
#Main settings
B MySITP. domain.com
FH-§g) General
-

= 2 Met services

; Frvcom

() SMTF (mails)
© wTR (time)
& Fre
[

T;] Diagnasis

My Account@provider

Enter the SMTP Server Address (an URL or an IP address).

Enter the SMTP Server Port.

Enter the Email “From” User name, compatible with your ISP (e.g.: username@provider.com).
Only if your SMTP server requires authentication fill in the User name and Password fields.

Click Update
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The address publishing is a built-in facility of the eWON. The configuration of the Email address where to send the
Email must be configured in the following page:

Configuration — System Setup — Communication — Networking Config — Publish IP Address |

Commurication

[@) comM config
5% Interfaces
i s Modem
- EB Ethl (LAN)
- & Network connections
E- M Ethernet
Dol et - Lan
5 oo
i e Incoming
! {s outgoing
B Global
B servers
- B serverz
5 I Networking Config
- [jW 1nternet Connection
- &b Publish IP Address
& callback

Publish IP address

Publish by EMail @ Enabled

Email destination address yEmaiipadaress
Publish by dynamic DNS

This page only corfigures the 1P publishing procedure. Publish request must be enable here Publish during internet connection andfor here Publsh during callback.

el Routing
0 security
Lo % 1P Services

Enable the Publish by EMail.
Enter your Email address in the Email destination address.

Click Update

5.2.5 Starting the Remote Collaboration

Call the eWON and let ring six times, then hang up.
The eWON calls back the ISP, connects itself to Internet and sends an Email with its online IP address.

You will receive an Email named “eWON callback™ looking like the following one:

Thiz Email has beenh generated automatically by
eWON: eWoH

FE%F WO Description:

*%% Online TCP/IP addresse
WOW: htep://62.4.192.246

To connect to the eWON just click on the Online TCP/IP address link.
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5.2.6 Step7 configuration

5.2.6.1 Upload a program

Follow the steps as for the upload of the program with a direct Ethernet connection and just change the 1st gateway
address to the eWON online TCP/IP address (62.4.192.246 in our example)

Select Node Address x|

which madule do you want ta reach?

Back:

o

Slat:

Target Station: " Local Enter eWON Onhne TCP/IP
. o Ean be reached by means of gateway / addres S here: 62-4-192-246

Enter connection to target station: ‘ st gatewa
Type | Address | 57 subnet ID ‘ IP address

MPL z 0045-0001 202.0.0.240

Accessible Nodes

Wiew |
Cancel Help

5.2.6.2 Download a program

Follow the steps as for the download of the program with a direct Ethernet connection and just change in the NetPro

window the address of the Ethernet interface of the eWON gateway to the eWON online TCP/IP address (62.4.192.246
in our example)

]
| x|
General  Parameters | B
I~ Set MAL addiess / use 150 protocal Enter eWON Online TCP/IP
p—

address here: 62.4.192.246

MAL address:

¥ |P pratocol is being used
IF address [202.0.0.240 rc' °

Do not use router
Subnet mask: 255.255.255.0

© Use router

Address: |2D2.D.D. 240

Subnet:

--- not networked --- Mew...
Properties.. |
Delete | B
se selectam
/ the network
Cancel Help |

(Click on the green square to open the properties window)
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6 Appendix

6.1 Create «eWON gateway station file for STEP7» from scratch

1) Create a new project (called eWONGateway for example)

x
User projects | Libraries | Multiprojects |
Mame I Storage path :I
%ME L PGM200E0518 C:\Program Files\S iemens\Step?\s?p_l
%ME L3 C:A\Program Files\SiemenshStep7ha 7T
@ aveld C:\Program Files\Siemens!\Step e 7p
% a0 C:\Program Files\Siemens\StepT\a7r
% FiTest_tachineCoctail C:\Program Files\Siemens!\Step e 7p
% FhTest_SiemensDemo C:AProgram Files\Siemens\StepTs7E
CRATcck Ciarmane Mamn 1 A Brnarars Filae Ginrmeret Thar T e
[l ] »
= Add tocurrent rmultiprajest
MHame: Tvpe:
IeWDNG atervay I Project = l
™| E Litirany
Storage location
IE:'\Program Files' Siemenz Step? a7 pmj Browze... |
Cocel_| oo |

2) Open the Netpro application to edit the network

‘ Options — Configure Network

3) Add a Simatic PC Station to the network.

‘ Insert — Network Objects

Selection of the netwark

= PROFIBUS DP
-2 PROFIBUS P,
=52 PROFINET IO
=2 Stations

5 Qther Station

SIMATIC 300
SIMATIC 400
SIMATIC PC Skati
5 SIMATIC 55
SIMATIC 57-400-H

i.] Stations
B Subnets

The network layout should now look like:
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MPI(1)
P

SIMATIC PC Station(1)

=
S

4) Add an Ethernet and a MPI interface to the Simatic PC Station:
Double-click on the Simatic PC Station object to open the HW Config window.
The following message could appear:

Edit Dpen Object (2263:19)

D I order to execute thiz action, changes will be saved in
\l‘) WM G ateway'

X

Cancel |

Click OK to confirm.

At first position insert a «CP Industrial Ethernet» «IE General» card (the Ethernet card).

[ CP Industrial Ethe
5 [ |E3CPPROFIBUS Dcrisn =
et (23 User Application Ocrisiz
=0 CCP 1604
il [criez
70 [acr1s13
o T CacPistE =l
1 | CDIE General .
14l | . swves —
| Tt 1 vlswys2sel
Index E odule Order num... —
1
] I
= I
: I
5 < om

(Leave IP config alone, it will be changed later)

At second position insert a «Controller» «CPU 412 .

IE Gereral

3 [ Controller P —
7 (1 CP Industial Ether g CRUH22P0 e e
5 (C1 CF PROFIBUS DE\?UL?BEPC'
3 [ User Application fn

T [CIwinlC P
T — CAwinlCRTX

- -
4 ]
wsode 1 o
lodaw | @ badida {[S T Y= Y |I| | k

nnnnn F

(Leave parameter (DP address) alone, not needed )
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Z

5) Exit the HW Config window and confirm the «Save changes to Simatic PC Stationy.
Your network layout should now look like:

MPI

6) Double-click on the green square to configure the Ethernet interface.

Properties - Ethernet interface IE General (RO/S1) |

General — Parameters |

[~ iSet MAC address / use IS0 protocok
MaC address: I

¥ [P pratocal s being used

Gateway

IP address: 10.0.053
|P address: I * Do not use router

Subnet mask: |255.255. 255.0

" Use rauter

Address: I'I 0.0.0.53

Subnet;

--- tot hebworked - Mew...

Praperties... |
Delete |

Cancel I Help I

- Uncheck the Set MAC address
- Set the eWON IP address and subnet

Click the «New...» button to add a Subnet:

Properties - New subnet Industrial Ethernet x|

General |

M ame: Ethermet(1]

57 subnet [D: IDDSS - IDDDE

Project path: |eW'DNGateway

Storage location - : -

of the project: IE:\Program Files\Siemens\Step?s FprojvewONG ate

Author: |

D ate created: 0B.06.2006 14:47:50

Last modified: 06.06.2006 14:47.50

LComment: ;I
Corcel | |
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Let the default values and click OK.

Properties - Ethernet interface IE General (RD/S51) x|

General — Parameters |

I Set MAL address / use |50 protocal
MALC address: I

¥ | IF protocsl is being ussd

Gateway
IP addiess: 10.0.0.53
U GRS | % Donotuserouter
Subnet mask: 255, 255.255.0

= Use router

Addiess: I'I 00053

Subnet:

--- hik petworked ---

Properties... |
Delete |

ok | Cancel | Help |

Verify that the Subnet Ethernet(1) is selected and click OK.
Your network layout should now look like:

|SIMP\TIC PC Station(1)
IE  [SPU DR (MPIDF
Geners (4122 1 |

I Pl

] |

2 2

Ethernet(1)
Industrial Ethernet

7) Double-click on the red square to configure the MPI interface.

Properties - MPI interface MPI/DP (R0D/52.2) 5'

General ~ Parameters |

Address: Im 'I If a subnet is selected,

the next available address is propased.
Highest address: 31

Transmission rate: 187.5 Kbps

Subnet

New...
MPI[1] 187.5 Kbps

Froperties... |
Delete |

Cancel Help |

- Set the MPI Address of the eWON (0)
- Set the Subnet to «Not networked»
Click OK and ignore the warning message.

Page 31 of 33



. ecIWON MPI Gateway for SIEMENS

S7300 & S7400 PLCs

Only for eWON types equipped with a MPI port

TN 29

ver 1 0
2006-06-06

8) Change the name of the object:
Right-click the Simatic PC Station and open the Object Properties window:
x

General | Settingsl Eonfigurationl

Marne: |eWDN

Project path: |eWDNGateway\SIMATIC PC Station(1] :I
Storage location C:\Program Fileg\SiemenssStephe? profetwONG ate =
of the project: ¥
Author: I

Date created: 06.06.2006 14:42:04

Last modified: 06.06.2006 14:44:47

Comment; =]
Computer name:

Cancel | Help |

Set the name of the object (eWON) and click OK.

9) Compile and save the network layout

’ Network — Save and Compile...

Save and Compile x|

Compile

& Compile and check everything

" Compile changes only

QK. I Cancel | Help |

Select the «Compile and check everything» option.
Click OK.

If there was no error at compilation the following message will be displayed.

£k Dukputs for consistency check for C:4Program Files'Siemens',Step7's7proj’,MyProjectMyPro
File  Edit

=1l x]

Messag. .. | Message

Mo errars,

4 |

10) Export the eWON gateway station file

Page 32 of 33



Only for eWON types equipped with a MPI port

A MPI Gateway for SIEMENS
WeN S7300 & S7400 PLCs

TN 29

ver 1 0
2006-06-06

| Edit — Export...

[~ with reference file

IC: YTemplOhew 0N Gateway. cfg Browse. . |
Selectable Stations Statiohz Selected for Export

2 |

all > |

4 |
Default path for export files: C:ATempl O Change... |

x|

—Export settings of the selected station

Export file:

IE:\TempID\eWDN.ch

Optiahz Farrnat
[~ Ewxport default values ¢ Readable
[~ Esport symbols " Compact
¥ Export subnets
[~ Export connections

[T Apply optione and farmat o all stations

Browse... |

Ok |

- Enter a name for the Export file: eWON.cfg (Browse button)

- In the Options section only check the «Export subnets»

Click OK.

11) Close the NetPro window

‘ Network — Exit

The «¢eWON gateway station file for STEP7» is now ready for use.
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